start

DecisionGraph-1

Part [dp%?.dg]main Part [questionnaireldg]nonUsLegislation Part [mediial.dg]main Part [quesiionnaire.dg]usLegislation Part [questii?naire.dg]dua Part [ferpa.dglmain Part [governmen%trecords.dg]main Part
Set
Section Section Section De oé??%ata- DgggZigﬁiza: Section Section Section
DPPA-related issues Non-US Legislation Medical Records p - . , US legislation Data Use Agreements Government records
Code=green Assertions:
Identity=noPersonData

DPPA-related issues

Government records PPRA
Medical Records US legislation Data Use Agreements FERPA
Non-US Legislation
Set
DepositData:
Legal:
AdditionalRestrictions+=manualInspectionRequired
yegno ye no
set Set Set Depositgita:
DepositData: DepositData: DepositData: .
. . . Handling:
Assertions: Assertions: Assertions: - DUA :
Origin+=US Origin+=nonUS Origin+=US, nonUS S
indefiniteTy 50 yearZ yefryNars TimeLimit=none
% no
Set Set Set
Set DepositData: DepositData: DepositData:
Desoslibats: Legal: . Legal: . Legal: .
Codemyal ey EducatlonRgcord§:l EducationRecords: EducationRecords: . .
Assertions: . Set . Set . Set . Set . Set FERPAt+=deidentified PPRAt+=protected PPRA+=protectedDeidentified
T \ Depos1FData: Dep051FData: Dep031FData: Dep051FData: Depos1FData: Code=g?een Code=o?ange Code=g?een
Harmeshame Handling: Handling: Handling: Handling: Handling: Assertions: Assertions: Assertions:
Effort=identifiable DUA: o DU%: o DUA: o DUA: o DU%: o DataTypg:l DataTypg:l DataTypg:l
Hamel fags Assertions: TimeLimit=none TimeLimit= 50yr TimeLimit=_5yr TimeLimit=_2yr TimeLimit= lyr Harm=m1n1mal - Harm=c1yll - Harm=m1n1mal .
Transit=encrypt Origin+=US Effort=deidentified Effort=identifiable Effort=deidentified
Storage=serverEncrypt Handling: Handling: Handling:
Storage=clear Transit=encrypt Transit=clear
Transit=clear Storage=serverEncrypt Storage=clear
SElE Set
DepositData: Pemositete
Legal: Legal:
GovernmentRecords: MedicalRecords :
DPPA+=highlyRestricted Part2=deidentified '
Code=orange REJECT Assertions: -
Assertions: D
X \ violation DataType:
batalype: Effort=deidentified
Harm=civil Handling:
Effqrt=identifiable Storage—clons
Handllgg: Transit=clear
Transit=encrypt Code=green
Storage=serverEncrypt

Set
DepositData:
Assertions:
DataType:
Set
DepositData:

Harm=minimal
Effort=deidentified
Code=green
Handling:
Transit=clear
Storage=clear
Legal:
GovernmentRecords:
Census+=CensusPublished

Legal:
GovernmentRecords:
DPPA+=required

Assertions:
Origin+=nonUS

Storage=serverEncrypt

ye! no
yes -
Set
DepositData: . set
el Set DepositData:
\ J EducétionRecords: DizoziFData: ngii;tionRecordS'
FERPA+=directoryOptOut A ‘
Set Code=vellow EducationRecords: FERPAt+=consent
DepositData: AsserZionS' FERPA+=directoryInfo Code=yellow
Legal: o Code=green Assertions:
AdditionalRestrictions+=contractOrPolicy D;Ziizzﬁéme Assertions: DataType:
Effort—identifiable Datalype: fHarm=shame
ve o Handling: Harm=minimal Effort=identifiable
Transit;encr - Effort=identifiable Handling:
yp Transit=encrypt

set De ositData'Set
DepositData: Agsertions:
EEE DataT e"
EducationRecords: ype:
' y FERPA+=schoolOfficial PR set set
_ Effort=deidentified DepositData: REJECT DepositData:
todo Code=yellow _ ) iy e ~ T enae ~] A Fi . .
Consent sub-routine Assertions: Code=green g c e Legal: sible PPRA violatic ( Please clarify wheather a consent S Legal:
DataT e'. Handling: Census B o publish the SUus EducationRecords: ) obtained. EducationRecords:
eption. Harmzzhéme Transit=clear data. PPRA+=consent PPRAt+=marketing
: o Storage=clear
Effort=identifiable
) Legal:
Handling:
. GovernmentRecords:
Transit=encrypt Census+=CensusPublished

Y

Set Set Set
. DepositData: DepositData:
DepositData:
Leaal: Legal: Legal:
MgdiéalRecordS' MedicalRecords: MedicalRecords:
) . Part2=consent Part2=scientificResearch
Part2=veteransMedicalData
Code—orange Code=orange Code=orange
DataT e-. DataType: DataType:
Harmzii;il Harm=civil Harm=civil
. . Effort=identifiable Effort=identifiable
Effort=identifiable . .
Handling: Handling: Handling:
;ﬁansit=encr + Transit=encrypt Transit=encrypt
yp Storage=serverkEncrypt Storage=serverkEncrypt

Set
DepositData:
Legal:
Set Set ' EducationRecords:
. . FERPA+=study
DepositData: DepositData:
Code=yellow
Legal: Legal: )
Assertions:
GovernmentRecords: GovernmentRecords: el a7 &
DPPA+=stateConsentLimited DPPA+=stateConsentBroad ype:
Harm=shame
Effort=identifiable
Handling:
Transit=encrypt
Set Set Set ' Set
DepositData: DepositData: DepositData: questionnaire.dg/futures DepositData:
Legal: Legal: Legal: todo Legal: ailure to pr
GovernmentRecords: GovernmentRecords: GovernmentRecords: Future additions go here. EducationRecords: opportunity
DPPA+=requesterConsentLimited DPPA+=requesterConsentBroad DPPA+=research PPRA+=optOutProvided

Set Set Set
DepositData: DepositData: DepositData:
Legal: Code=yellow Code=green
Set EducationRegords: Assertions: Assertions:
e CozzﬁPAIIaudlt DgtaszE. D;taszg.l §
Legal: “ye~tow ata that arm=shamns armmminimna
Assertions: Handling: Handling:
GovernmentRecords: .
DEP A e DataType: Transit=encrypt Transit=clear
Harm=shame Storage=serverkEncrypt Storage=clear
Effort=identifiable Legal: Legal:
Handling: GovernmentRecords: GovernmentRecords:
Transit=encrypt ESRAt+=restricted ESRA+=public
. set s;:
Diz;zifData. DepositData: todo .
MedicalRecords : Lega}:l . . . . DUA subroutine
e ) AdditionalRestrictions+=manualInspectionRequired
CuresAct+=certificateRequired

The PII 1

Set
DepositData:
Legal:
MedicalRecords:

HIPAA+=safeHarborDeidentified

Set
Code=green DepositData:
Assertions: Legal:
DataType:

Harm=minimal
Effort=deidentified
Handling:
Transit=clear
Storage=clear

GovernmentRecords:
CIPSEA+=identifiable

Set
DepositData:
Legal: ¢
MedicalRecords:

HIPAA+=expertDetermination Set
Code=green todo DepositData:
Assertions: CIPSEA DUA Legal:

DataType: GovernmentRecords:

Harm=minimal

Effort=deidentified
Handling:
Transit=clear
Storage=clear

CIPSEA+=deidentified

Set
DepositData:
Legal:

MedicalRecords:
HIPAA+=1limitedDataset

Code=green
Assertions:

DataType:
Harm=minimal
Effort=deidentified

Handling:

Transit=clear

Storage=clear

yes

See
DepositData:
Legal:
MedicalRecords:
HIPAA+=authorization
Assertions:
DataType:
Harm=civil
Effort=identifiable
Code=orange
Handling:
Transit=encrypt
Storage=serverkEncrypt

Set Set
DepositData: DepositData:
Legal: Legal:
GovernmentRecords: GovernmentRecords:
PrivacyAct+=identifiable PrivacyAct+=deidentified

Set
DepositData:
Legal:
MedicalRecords:
HIPAA+=waiver
Code=orange
Assertions:
DataType:
Harm=civil
Effort=identifiable
Handling:
Storage=serverEncrypt
Transit=encrypt

 J

todo
Privacy Act DUA

DepositData:
Legal:
MedicalRecords:
HIPAA+=businessAssociateContract
Code=orange
Assertions:
DataType:
Harm=civil
Effort=identifiable
Handling:
Transit=encrypt
Storage=serverkEncrypt




